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Abstract. Virtual private networks (VPNs) are becoming more and more
important for all kinds of businesses with a wide spectrum of applications and
configurations. This paper presents the basic concepts related to VPNs. These
include the different types of VPN services, namely Intranet, Extranet and
Remote Access VPNs. The concept of tunneling, which is fundamental in
VPN, is discussed in great detail. The tunneling protocols that are employed by
VPNs, such as PPTP, L2TP and IPSec are also presented. Furthermore, the
issue of Quality of Service, QoS, support in VPN configurations is briefly
addressed.

1 Introduction

The best way to come up with a definition of the term Virtual Private Network (VPN)
is to analyze each word separately. Having done that, Ferguson and Huston (1998)
came up with the following definition:

A VPN is a communications environment in which access is controlled to permit
peer connections only within a defined community of interest, and is constructed
through some form of partitioning of a common underlying communications medium,
where this underlying communications medium provides services to the network on a
non-exclusive basis. Ferguson and Huston also provided a simpler and less formal
description. A VPN is a private network constructed within a public network
infrastructure, such as the global Internet. Others define a virtual private network
(VPN) as a network that allows two or more private networks to be connected over a
publicly accessed network. It is similar to wide area networks (WAN) or a securely
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encrypted tunnel. The chief feature of VPN is that they use public networks like the
Internet rather than using expensive, private leased lines while having similar security
and encryption features as a private network.

Virtual Private Networks (VPNs) have evolved as a compromise for enterprises
desiring the convenience and cost-effectiveness offered by shared networks, but
requiring the strong security offered by private networks. Whereas closed WANSs use
isolation to ensure data is secure, VPNs use a combination of encryption,
authentication, access management and tunneling to provide access only to authorized
parties, and to protect data while in transit [2]. To emulate a point-to-point link, data
is encapsulated, or wrapped, with a header that provides the routing information
allowing it to traverse the shared or public internetworks to reach its endpoint. To
emulate a private link, the data being sent is encrypted for confidentiality. Packets that
are intercepted on the shared or public network are indecipherable without the
encryption keys [3].

Traditional private networks facilitate connectivity among various network
entities through a set of links comprised of dedicated circuits. These are leased from
public telecommunication carriers as well as privately installed wiring. The capacity
of these links is available at all times, albeit fixed and inflexible. The traffic on these
private networks belongs only to the enterprise or company deploying the network.
Therefore, there is an assured level of performance associated with the network. Such
assurances come with a price. The drawbacks of this approach [3] are related with the
money and the time that have to be spent for the installation and maintenance of
dedicated links. Additionally, in the case of a private network, the management
burden lies entirely on the company, so the overall investment is difficult to justify for
many small or medium sized companies.

In this direction, a VPN can reduce costs by replacing multiple communication
links and legacy equipment with a single connection and one piece of equipment for
each location [6]. In order to extend the reach of a company’s Intranet(s), a VPN over
the Internet promises two benefits: cost efficiency and global reachability. However
there are three major concerns about VPN technology: security, manageability and
performance [7].

Security: In order for Virtual Private Networks to be private the transmitted data
must be encrypted before entering the Internet, since the Internet is considered an
untrusted network [7].

Manageability: VPN management must be able to cope with the high rate of
changes in the companies’ telecommunication requirements and equipment, while
avoiding high expenses [7].

Performance: Since Internet Service Providers (ISPs) deliver IP packets still on a
“best effort” basis, the transport performance of a VPN over the Internet cannot be
predicted and is variable. Furthermore, security measures (encryption and
authentication) can decrease transport performance significantly.

Electronic commerce and electronic government are two areas in which VPNs are
recognized as enabling technologies. The amount of business that takes place over the
Internet is constantly increasing. Companies are using the Internet not only for
retailing merchandise (business-to-consumer e-commerce - B2C), but also as a mean
for trading goods and services among themselves (business-to-business e-commerce -
B2B). The security of information flowing through a network is an essential element
in e-commerce applications. It is a necessary part of building trust in the integrity of
transactions made over the information and communication infrastructure. Consumers
should have confidence that both the content and the infrastructure are secure [11].
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Private networks can not be used to guarantee the security of e-commerce
transactions, since it is not practical for a company to maintain a separate
infrastructure for each partner, let alone for each customer. The use of a public
infrastructure (namely the Internet) combined with VPN technology can ensure both
flexible interconnectivity and security [4].

The term e-government refers to the conversion of government information and
applications to a digital, accessible format [11]. An example of a widely used service
is electronic tax filing. In this context, central and local public sector bodies can share
information about citizens appropriately and securely, to deliver more personalized
services and improve value for money. Exchanging citizen data in such a dynamic
manner is of course only viable if that information is kept secure and this can be
achieved in a cost-effective and flexible manner with the use of VPN technology. For
example, a local authority can, seamlessly create virtual private networks that link up
staff in different sites, allowing them to work securely online together and share
information in real-time [10].

This paper is organized as follows: Section 2 presents the different types of VPN
services. The concept of tunneling is analyzed in Section 3. The tunneling protocols
that are used with VPNs are presented in Section 4. Section 5 discusses the issue of
Quality of Service support in VPNs. Finally, Section 6 concludes the paper.

2 Types of VPN Services

A variety of VPN implementations and configurations exists to cater for a variety of
needs. Organizations may require their VPN to offer dial-up access, or to allow third
parties such as customers or suppliers to access specific components of their VPN [2].
VPNs can be classified into three broad categories: Intranet, Extranet and Remote
Access VPNs. The different types of VPN are illustrated in Figure 1.

2.1 Intranet VPNs

An Intranet VPN connects a number of local area networks (intranets) located in
multiple geographic areas over the shared network infrastructure. Typically, this
service is used to connect multiple geographic locations of a single company [3]. An
Intranet VPN enables the sharing of information and resources amongst dispersed
employees. For example, branch offices can access the network at the head office,
typically including key resources such as product or customer databases. Intranet
access is strictly limited to these networks, and connections are authenticated.
Differing levels of access may be allocated to different sites on the Intranet,
depending on their purpose [2]. Since an Intranet VPN is formed by connecting two
or more trusted sites (corporate LANs), which will certainly be protected by firewalls,
most security concerns are alleviated.

2.2 Extranet VPNs

An extranet VPN extends limited access to corporate computing resources to business
partners, such as customers or suppliers, enabling access to shared information [8].
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Fig. 1. Types of VPN services

Such users are restricted to specific areas of the Intranet, usually denoted as the De-
Militarized Zone (DMZ). It is the responsibility of the firewall and authentication and
access management facilities to identify between company employees and other users,
and differentiate their access privileges accordingly; employee connections should be
directed to the company Intranet, whereas recognized third party connections should
be directed to the DMZ [2]. An Extranet VPN helps provide connectivity to new
external suppliers and customers within a short period of time. Additionally, an
Extranet VPN supports a number of important e-commerce initiatives, providing
opportunities for significant cost savings and efficiency gains.

2.3 Remote Access VPNs

A remote access VPN connects telecommuters and mobile users to corporate
networks. An ideal VPN enables the remote user to work as if he was at a workstation
in the office. Deployment of a remote access VPN can result in considerable cost
savings, eliminating the need for the company to manage large modem pools, and
replacing the need for toll-calls to these modems with calls to local ISP accounts. By
taking advantage of a high-speed access infrastructure such as DSL, cable modem, or
ISDN, some of the performance limitations typically associated with remote access
can be diminished [2]. In addition, wireless networks enable computers to achieve
network connectivity with a reasonable amount of bandwidth without a physical
connection [15].

The deployment of remote access VPNs also gives rise to several security
concerns. Precautions must be taken to ensure that the corporate network is not
compromised by an insecure remote user. The enforcement of company security
policies on remote users is a necessary step in this direction, especially regarding
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virus protection. The security concerns relating to VPNs are discussed in more detail
in the following sections.

3 Tunneling

Tunneling is defined as the encapsulation of a certain data packet (the original or
inner packet) into another data packet (the encapsulating, or outer packet) so that the
inner packet is opaque to the network over which the outer packet is routed [4].

The need for tunneling arises when it is not appropriate for the inner packet to
travel directly across the network for various reasons. For example, tunneling can be
used to transport multiple protocols over a network based on some other protocol, or
it can be used to hide source and destination addresses of the original packet. When
tunneling is used for security services, an unsecured packet is put into a secure,
usually encrypted packet [4].

Tunneling allows network traffic from many sources to travel via separate
channels across the same infrastructure, and it enables network protocols to traverse
incompatible infrastructures. Tunneling also allows traffic from many sources to be
differentiated, so that it can be directed to specific destinations and receive specific
levels of service [8]. Two components can uniquely determine a network tunnel: the
endpoints of the tunnel and the encapsulation protocol used to transport the original
data packet within the tunnel [4].

Tunneling is the most important mechanism used by VPNs. The idea behind this
concept is that a part of the route between the originator and the target of the packet is
determined independent of the destination IP address. The importance of tunneling in
the context of access VPNs in broadband access networks is twofold [12]. First, the
destination address field of a packet sent in an access VPN may indicate a non-
globally-unique IP address of a corporate internal server. Such an address must not be
exposed to the Internet routers because these routers do not know how to route such
packets. Second, very often a packet sent by a user of an access VPN should be
forwarded first to the ISP of this user, and only then from the ISP toward the
corporate network. In such a case, the first leg of the routing between the host and the
ISP cannot be performed based on the destination IP address of the packet, even if
this address is globally unique [12].

The devices at one or both ends of a tunnel could be Network Address Translation
(NAT) devices. NAT is another important mechanism employed by VPNs. The need
for IP address translation arises when a network’s internal IP addresses cannot be
used outside the network either because they are invalid for use outside, or because
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Fig. 2. Compulsory tunneling scenario
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Fig. 3. Voluntary tunneling scenario

the internal addressing must be kept private from the external network. Address
translation allows hosts in a private network to transparently communicate with
destinations on an external network and vice versa. Network Address Translation is a
method by which IP addresses are mapped from one address realm (i.e. network
domain) to another, providing transparent routing to end hosts (Srisuresh and M.
Holdrege, 1999).

Two main types of tunneling techniques are employed by VPNs [2]:

End-to-End Tunneling, also known as “transport model” tunneling. The VPN
devices at each end of the connection are responsible for tunnel creation and
encryption of the data transferred between the two sites, so the tunnel may extend
through edge devices such as firewalls to the computers sending and receiving the
traffic. This solution is extremely secure, because the data never appears on the
network in clear-text form. However, performing encryption at the end-hosts
increases the complexity of the process of enforcing security policies. The network
gateways, which would normally be responsible for enforcing security policy, are
used only for forwarding the packets to their destination in this scenario, and as such
they possess no knowledge of the content or purpose of the traffic. This is particularly
problematic for filtering programs installed at the gateway.

Node-to-Node Tunneling. Node-to-node tunnel creation and termination occurs at
the gateway devices comprising the edge of the networks, which are typically
firewalls. Under this model, the traffic that reaches the gateway, is encrypted and sent
via a dynamically established tunnel to the equivalent device on the receiving LAN,
where the data is decrypted to recover its original format, and transmitted over the
LAN to the intended recipient. This has an additional security advantage, in that an
attacker operating a network analyzer at some point on the network between the two
tunnel servers would see IP packets with the source and destination addresses
corresponding to those two servers - the true source and destinations are hidden in the
encrypted payload of these packets.

There are two main drawbacks associated with node-to-node tunneling [2]:

1. Poor scalability. The number of tunnels required for a VPN increases
geometrically as the number of VPN nodes increases, and that has serious
performance ramifications for large VPNS.

2. Sub-optimal routing. Since tunnels represent only the end-points and not
the path taken to reach the other end of the tunnel, the paths taken across the
shared network may not be optimal, which may cause performance
problems.

One can also distinguish between two different tunneling modes; “voluntary” and
“compulsory” tunneling. Voluntary tunneling is where the tunnel is created at the
request of the user for a specific purpose while compulsory tunneling is where the
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tunnel is created without any action from the user, and without allowing the user any
choice in the matter [1]. The concepts of compulsory and voluntary tunneling are
illustrated in Figures 2 and 3, respectively. In both figures, a host is attempting to
connect to a corporate network using a dial-up connection to a network access server.

Three major tunneling protocol suites have been developed for building VPNs:
Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP) and
Internet Protocol Security (IPSec). These protocols are discussed later.

4 Protocols Employed by VPNs

4.1 Point-to-Point Tunneling Protocol (PPTP)

The Point-to-Point Tunneling Protocol [19] allows the Point-to-Point Protocol (PPP)
[9], to be tunneled through an IP network. PPTP does not specify any changes to the
PPP protocol, but rather describes a new vehicle for carrying PPP. The PPTP Network
Server (PNS) is envisioned to run on a general purpose operating system while the
client, referred to as a PPTP Access Concentrator (PAC), operates on a dial access
platform. PPTP specifies a call-control and management protocol which allows the
server to control access for dial-in circuit switched calls originating from a PSTN or
ISDN or to initiate outbound circuit- switched connections. A Network Access Server
(NAS) provides temporary, on-demand network access to users. This access is point-
to-point using PSTN or ISDN lines.

PPTP uses an extended version of the Generic Routing Encapsulation mechanism
[20] to carry user PPP packets. These enhancements allow for low-level congestion
and flow control to be provided on the tunnels used to carry user data between PAC
and PNS. This mechanism allows for efficient use of the bandwidth available for the
tunnels and avoids unnecessary retransmissions and buffer overruns. PPTP does not
dictate the particular algorithms to be used for this low level control, but it does
define the parameters that must be communicated in order to allow such algorithms to
work [19]. PPTP allows existing Network Access Server (NAS) functions to be
separated using a client-server architecture.

The security of user data passed over the tunneled PPP connection is addressed by
PPP, as is authentication of the PPP peers. Because the PPTP control channel
messages are neither authenticated nor integrity protected, it might be possible for an
attacker to hijack the underlying TCP connection. It is also possible to manufacture
false control channel messages and alter genuine messages in transit without detection
[19].

PPTP is limited in usage. It offers remote connections to a single point. It does not
support multiple connections nor does it easily support network-to-network
connections. PPTP’s security is also limited. It does not offer protection from
substitution- or playback attacks, nor does it provide perfect forward secrecy. PPTP
has no clear mechanism for renegotiation if connectivity to the server is lost [7].

4.2 Layer-2 tunneling protocol (L2TP)

L2TP [21] facilitates the tunneling of PPP packets across an intervening network in a
way that is as transparent as possible to both end-users and applications. PPP defines
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an encapsulation mechanism for transporting multiprotocol packets across layer 2
(L2) point-to-point links. Typically, a user obtains a L2 connection to a Network
Access Server (NAS) using one of a number of techniques (e.g., dialup through the
telephone system, ISDN, ADSL, etc.) and then runs PPP over that connection. In such
a configuration, the L2 termination point and PPP session endpoint reside on the same
physical device (i.e., the NAS) [21].

The L2TP tunnel endpoints may optionally perform an authentication procedure
of one another during tunnel establishment. This authentication provides reasonable
protection against replay and snooping during the tunnel establishment process. This
mechanism is not designed to provide any authentication beyond tunnel
establishment; it is fairly simple for a malicious user to inject packets once an
authenticated tunnel establishment has been completed successfully [21].

Securing L2TP [24] requires that the underlying transport make available
encryption, integrity and authentication services for all L2TP traffic. This secure
transport operates on the entire L2TP packet and is functionally independent of PPP
and the protocol being carried by PPP. As such, L2TP is only concerned with
confidentiality, authenticity, and integrity of the L2TP packets between its tunnel
endpoints. L2TP is similar to PPTP and they both target the remote access scenario.
L2TP delegates security features toward IP Security (IPsec) which is presented later.
Besides that it suffers from the same drawbacks as PPTP [7].

4.3 1P Security (IPSec)

IP Security (IPSec) is an open architecture for IP-packet encryption and
authentication, thus it is located in the network layer. IPSec adds additional
headers/trailers to an IP packet and can encapsulate (tunnel) IP packets in new ones
[12]. A number of security services are provided by IPSec, including access control,
connectionless integrity, non-repudiation, protection against replay attacks,
confidentiality and limited traffic flow confidentiality. These services are provided at
the transport layer, offering protection for IP and upper layer protocols [2]. There are
three main functionalities of IPSec separated in three protocols. One is the
authentication through an Authentication Header (AH); the other is the encryption
through an Encapsulating Security Payload (ESP) and finally automated key
management through the Internet Key Exchange (IKE) protocol. IPSec provides an
architecture for key management, encryption, authentication and tunneling [12].
IPSec was designed to be algorithm independent. It supports several encryption and
authentication algorithms, which allow the companies using VPN to select the desired
security level for each VPN [6].

IPSec is an optimum solution for trusted LAN-to-LAN VPNs [7]. IPsec can
ensure authentication, privacy and data integrity. It is open to a wide variety of
encryption mechanisms. It is an application transparent and a natural IP extension,
thus ensuring interoperability among VPNs over the Internet. Router vendors and
VPN hardware vendors support IPsec. Nevertheless, there are some disadvantages for
IPsec. It is bound to the TCP/IP stack. IP addressing is part of IPsec’s authentication
algorithm. This is less secure than higher layered approaches and it is a problem in
dynamic address environments, which are common to ISPs. Moreover, it requires a
public key infrastructure, which is still subject to current research, and it does not
specify a methodology for access control beyond simple packet filtering [7].
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4.4 SOCKS v5 and SSL

SOCKS v5 was originally approved by the IETF as a standard protocol for
authenticated firewall traversal [7]. When combined with the Secure Socket Layer
(SSL) it provides the foundation for building highly secure VPNs that are compatible
with any firewall. SOCKS v5 strength is access control. It controls the flow of data at
the session layer (OSI-layer 5) and establishes a circuit between a client and a host on
a session-by-session basis. Thus it can provide more detailed access control than
protocols in the lower layers without the need to reconfigure each application.
SOCKS v5 and SSL can interoperate on top of IPv4, IPsec, PPTP, L2TP or any other
lower level VPN protocol. A session layer solution does not have to interfere with the
networking transport components, thus the clients are non-intrusive. SOCKS v5
provides plug-and-play capabilities including access control, protocol filtering,
content filtering, traffic monitoring, reporting and administration applications. On the
minus side, SOCKS v5 decreases performance. Also, client software is required to
build a connection through the firewall to transmit all TCP/IP data through the proxy
server [7].

4.5 Multiprotocol Label Switching (MPLS)

MPLS VPNs [25] provide a highly scalable technology for Internet Service Providers
who want to offer Layer 3 VPN services to their customers. The basic idea is to do
(intelligent) layer 3 routing at the edges of the backbone network and to do fast layer
2 forwarding inside the backbone network. Incoming IP packets get an attached
MPLS header, they are labeled according to IP header information (mainly the target
address, but also type of service and other fields). A label switched path is set up for
each route or path through the network. Once this is done, all subsequent nodes may
simply forward the packet along the label-switched path identified by the label at the
front of the packet. Negotiations of labels between nodes are done by the label
distribution protocol of MPLS and a connection is set up for each label-switched path.
Thus, MPLS can support quality of service.

MPLS makes the underlying backbone infrastructure invisible to the layer 3
mechanisms. This light-weighted tunneling provides an extendible foundation that
provides VPN and other service capabilities. Furthermore, the MPLS architecture
enables network operators to define explicit routes [7]. MPLS technologies are useful
for ISPs that want to offer their customers a wide band of IP services.

5 Quality of Service Support

Apart from creating a segregated address environment to allow private
communications, there is also the expectation that the VPN environment will be in a
position to support a set of service levels [26]. Such per-VPN service levels may be
specified either in terms of a defined service level that the VPN can rely upon at all
times, or in terms of a level of differentiation that the VPN can draw upon the
common platform resource with some level of priority of resource allocation [1].
Efforts within the Integrated Services Working Group of the IETF have resulted in a
set of specifications for the support of guaranteed and controlled load end-to-end
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traffic profiles using a mechanism, which loads per-flow state into the switching
elements of the network. There are a number of caveats regarding the use of these
mechanisms, in particular as related to the ability to support the number of flows that
will be encountered on the public Internet. Such caveats tend to suggest that these
mechanisms will not be the ones that will ultimately be adopted to support service
levels for VPNs in very large networking environments [1].

The Differentiated Services (DiffServ) approach tries to provide a solution for
Quality of Service (QoS) support with better scalability than Integrated Services
(IntServ). Differentiated services can provide two or more QoS level without
maintaining per-flow state at every router. The idea of DiffServ approach is to use the
DiffServ field in the IP header to designate the appropriate DiffServ level that the
packet should receive. DiffServ can provide scalability by aggregating the flows into
a small number of DiffServ classes and by implementing traffic conditioning at the
boundary routers of a network or an administrative domain [12].

It must be noted that QoS and VPN techniques introduce new challenges. They
need extensive configurations in the routers. The local configurations have to be
consistent across the network. Many companies may not have the knowledge and
resources to deploy and manage enhanced Internet services by themselves. Rather,
they will outsource the service management to their Internet service provider [13].

6 Conclusions

People increasingly depend on remote access to do their jobs, and demand is growing
for access to large volumes of corporate information. Moreover, the upsurge of e-
commerce means that companies are implementing business applications which share
information among sites, extending the reach of their business to partners, contractors,
and supply chain. In all these areas, VPNs promise to reduce recurring
telecommunications charges, minimize the amount of access equipment required, and
give managers better control over their networks [6]. VPNs offer a more affordable,
scalable way to meet the demands of a growing community of remote users and to
manage branch office connectivity.
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