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In recent years, there has been a growing interest to guarantee that health organizations make a suitable treat-

ment and protection of the personal data with which they deal in their daily activity. The privacy of personal
data is regulated by law in many countries and is considered an important issue in a number of Quality Stan-
dards. This paper presents a systematic method to make an audit of the privacy in health sector software based
on Requirements Engineering (RE). The aplication and validation of the method is ilustrated in a operative
tool of report and clinical record management in the Intensive Care Unit (ICU) in a hospital.

1 INTRODUCTION

The Information Systems (IS) Audit is a discipline
whose practice has increased considerably during the
last few years. IS Audit is defined as the system-
atic process of gathering, grouping and evaluating ev-
idences to determine whether an IS safeguards the as-
sets, whether it maintains the integrity of the data,
whether it effectively carries out the aims of the orga-
nization, and whether it uses the resources efficiently
(Weber, 1988). A special type of audit within this
discipline is the software audit. The purpose of au-
diting software is to verify that the software accom-
plishes the requirements (both functional and non-
functional). A security audit is defined as “an in-
dependent revision and examination of the registries
and activities of a system in order to verify if the con-
trols of the system are adapted to guarantee the fulfil-
ment of the established policy and the operative pro-
cedures, to detect security problems, and to recom-
mend possible changes in the control policy and pro-
cedures” (ISO/IEC-7498-2:1989, 1989). A security
audit can include many aspects, such as the protection
level of the facilities or people, but this paper we will
focus on the security related to data and information
(privacy) of personal nature, that is a crucial aspect in
the security of clinical IS and clinical software. More
concretely, in this work we define a method to audit
the aspects related to the privacy on clinical software,
and we illustrate its use by means of an application
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management for an Intensive Care Unit (ICU) that is
being deployed in a hospital.

The method used to carry out the audit is based on
SIREN, a general method of Requirements Engineer-
ing (RE) based on standards of this discipline (IEEE-
Std.830-1998, 1998; IEEE-Std.1233-1998, 1998) and
that is focused on the reusability of requirements.
SIREN (SImple REuse of software requiremeNts) is
a practical proposal to select and to specify the re-
quirements of a software system. The key elements in
SIREN are a spiral process model, requirements doc-
ument templates and a reusable requirements reposi-
tory which is organized by catalogs. The SIREN cata-
log related to privacy aspects is called PDP (Personal
Data Protection) (Toval et al., 2002b).

At the moment, SIREN can be applied in four dif-
ferent ways:

1. As a method for RE (Toval et al., 2002a; Toval
et al., 2002b) so that the fulfilment of the applica-
ble norm (for example, on security and PDP) can
be guaranteed from the beginning of the develop-
ment of IS, by using suitable catalogs.

2. As guide and support to conduct an audit for de-
termining the existence of security controls and its
degree of fulfilment in an organization who deals
with sensible data (Martinez et al., 2006).

3. As a method for auditing software (either devel-
oped by the organization or acquired) in opera-
tion.

4. As a method of consulting in the acquisition of
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Figure 1: Phases of the method for auditing data protection
in software.

Phase 1. - Analysis of the situation of the software.
This phase consists of a first interview for establish-
ing the scope of the audit so that an initial budget can
be elaborated. The objective is to gather all kind of in-
formation about the treatment of the data used by the
software. The information comes from two sources:
on the one hand, the information facilitated by the de-
velopment team of the software (manual of use, UML
diagrams, etc.), and, on the other hand, from the ex-
perience acquired by the auditor after testing the soft-
ware.

Phase 2. - Requirements verification with the
SRS (Software Requirements Specifications) of the
SIREN PDP catalog. The auditor verifies the fulfil-
ment or breach of the requirements contained in the
SRS of the catalog. Personnel responsible in the or-
ganization should support and facilitate, as much as
possible, this verification. The verification consists of
choosing those requirements of the SIREN PDP cata-
log that can be applied to the organization and of veri-
fying whether they are fulfilled or not in the software.
For example, if the software is going to be used in an
organization to whom a high level of data protection
is going to be demanded, according to the SMR (Se-
curity Measures Regulation), the auditor will extract
from the SRS those requirements necessary to reach
this protection level and will verify if these require-
ments are present in the tool. This extraction or filter
of requirements of the catalog is possible thanks to
the use of the meta-information associated to each re-
quirement (in this case, through the attribute “’security
level”).

Phase 3. - Execution tests. In this phase, the auditor
must check the proper operation of the software once
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Software requirement
Fulfilled 22
Not fulfilled 10
Undetermined 16

Finally, all the results of the evaluation were writ-
ten in a final report. This final report was given to the
development team and they included in the tool the
improvements and safety measures proposed in the
audit. It is important to emphasize that implantation
of such measures is not part of the audit, since a ba-
sic principle of the audits is that these finalize with
conclusions and possible solutions, but never get to
implement solutions as part of the audit.

In this way, after maintaining several interviews
with the development team of the tool and the person
in charge of security of the system, we have collected
the data shown in Table 1.

According to the results of the Table 1, we see that
the tool fulfils 45.8% of the referring requirements to
the SRS of the SIREN PDP catalog. If we do not take
into account the requirements that can not be applied
to this tool (those marking like undetermined), a ful-
filment of 68.7% with respect to the SRS of SIREN
PDP catalog is obtained.

Some examples of requirements of the SIREN
PDP catalog that were not fulfilled in the audited tool
are the following ones:

e SRSL2. The application will warn the user that a
password needs to be changed.

e SRSL6. The [identification procedure] and [au-
thentication procedure ] will limit the possibility of
repeatedly trying a non-authorized access to the
application.

e SRSLO. The subsystem implementing the [iden-
tification procedure] and [authentication proce-
dure], or other system related to this one, will log
all accesses to the application. The log will con-
sist of: user identification, timestamp of the ac-
cess, file accessed, access type, and the result of
the access.

o SRSL14. The application will allow the cancel-
lation of the registered personal data (within the
ten following days to its request by the interested
part). The data will be accessible only by Public
Administration and Courts for the investigation of
possible responsibilities due to the treatment dur-
ing the term of prescription of these responsibili-
ties.

The breach of these requirements is caused by di-
verse reasons. For example, requirement SRSL2 is
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