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Abstract: Signcryption is a cryptographic primitive which offers authentication and confidentiality simultaneously with
a cost lower than signing and encrypting the message independently. Ring signcryption enables a user to
anonymously signcrypt a message on behalf of a set of users including himself. Thus a ring signcrypted
message has anonymity in addition to authentication and confidentiality. Ring signcryption schemes have no
centralized coordination: any user can choose a ring of users, that includes himself and signcrypt any message
without any assistance from the other group members. Ring Signcryption is useful for leaking trustworthy
secrets in an anonymous, authenticated and confidential way.
To the best of our knowledge, ten identity based ring signcryption schemes are reported in the literature.
Three of them were proved to be insecure in (Li et al., 2008a), (Zhang et al., 2009a) and (Vivek et al., 2009).
Four of them were proved to be insecure in (Selvi et al., 2009). In this paper, we show that one among the
remaining three schemes, (Zhang et al., 2009b) is not secure against confidentiality, existential unforgeability
and anonymity attacks. We propose a new anonymous ring signcryption scheme which is an extension to
(Selvi et al., 2009) and give formal security proofs for our system in the random oracle model. Our scheme is
publicly verifiable which none of the existing unbroken schemes can achieve.

1 INTRODUCTION 2008), (Zhu et al., 2008), (Zhun and Zhang, 2008),
(Huang et al., 2005), (Selvi et al., 2009), (Zhang
Let us consider a scenario, where a member of theet al., 2009a) and (Zhang et al., 2009b)). However,
cabinet wants to leak a very important and juicy in- the weaknesses of (Zhang et al., 2008), (Li et al.,
formation, regarding the president of the nation to the 2008b), (Zhang et al., 2009a) were shownin (Lietal.,
press. He has to leak the secret in an anonymous way2008a), (Vivek et al., 2009) and (Zhang et al., 2009b)
else he will be black spotted in the cabinet. The press respectively. The insecurities of the schemes (Lietal.,
will not accept the information unless it is authenti- 2008a), (Yu et al., 2008), (Zhu et al., 2008) and (Zhun
cated by one of the members of the cabinet. Here, and Zhang, 2008) were shown in (Selvi et al., 2009).
if the information is so sensitive and should not be In this paper, we show that (Zhang et al., 2009b)
leaked until the authorities in the press receives it, is insecure against confidentiality, unforgeability and
we should have confidential transmission of informa- anonymity attacks.
tion. Thus, we require anonymity to safeguard the Typically, signcryptioro is generated by a sender
cabinet member who sends the information, authen-to a specific receiver and only the receiver can ver-
tication for the authorities in the press to believe the ify the validity of o and recover the message from
information and confidentiality until the information ©. However, in some practical scenarios, verification
reaches the hands of the right person in the press. Allmay have to be carried out by an entity other than the
the three properties are together achieved by a singlereceiver but the verifier should not obtain the mes-
primitive called “Ring Signcryption”. The firstiden- sage. We call this property as public verifiability. For
tity based ring signcryption scheme was proposed by instance, firewalls are one of the most useful and ver-
Huang et al.(Huang et al., 2005). Subsequently, sev-satile tools available for securing a LAN and other
eral schemes appeared in the literature((Zhang et al. applications such as constructing secure private vir-
2008), (Li et al., 2008b), (Li et al., 2008a), (Yu et al., tual networks. They are typically operated as a fil-
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tering gateway at the LAN-WAN interface, usually a

The advantage of any probabilistic polynomial time

router. A signcryption scheme used in a LAN should algorithm in solving the CDH problem ifiz4 is de-

satisfy the public verifiability property. This requires

that any third party should be able to verify the origin
of the signcryption without knowledge of the message

and without getting any additional information from

fined as
AdV;PH = Pr[a(P.aPbP) = abP| a,b € Z;]
The CDH Assumptions that, for any probabilistic

the intended recipient. EVen, in the scenario men- polynomial time a|gorithm, the advantagAd\é}DH
tioned above, a press authority may receive severalis negligibly small.

ring signed messages and it is only appropriate that

the filtering gateway is equipped with public verify-
ing capabilities of the ring signcryptions.

2 PRELIMINARIES

2.1 Bilinear Pairing

Let G; be an additive cyclic group generated By

with prime orderg, andG; be a multiplicative cyclic
group of the same order A bilinear pairing is a map
é: G1 x G1 — Gy with the following properties.

e Bilinearity. ForallP,Q,Rer G1anda,berZ
- &P+Q,R)=éPREQR)

- &PQ+R)=¢&PQEPR)
- &aPbQ) =¢(P Q)

e Non-degeneracyThere exisP,Q € G1 such that
é(P,Q) # lg,, wherelg, is the identity element of
Go.

e Computability. There exists an efficient algo-
rithm to computee(P,Q) for all P,Q € G1.

2.2 Computational Bilinear
Diffie-Hellman Problem (CBDHP)

Given (P,aPbP,cP) € Gf, for unknowna,b,c € Z;, ,
the CBDH problem inG; is to computee(P, P)2°¢ ¢
Ga.

The advantage of any probabilistic polynomial
time algorithm4 in solving the CBDH problem in
G is defined as

AdVEBPH = Pr | 2 (P.aPbP.cP) = &(P.P)?*a,b,c Ziﬂ

The CBDH Assumptionis that, for any proba-

3 IDENTITY BASED RING
SIGNCRYPTION

3.1 Framework

A generic identity based ring signcryption scheme
consists of the following four algorithms.

Setup(K). Given a security parameter, the private
key generator (PKG) generates the systems public
parameterparamsand the corresponding master
private keymskthat is kept secret by PKG.

Extract(ID;). Given a user identityD; by useru;,
the PKG computes the corresponding private key
D; and send®; to ID; through a secure channel.

Signcrypt(m, 2, IDg, Ds, IDg). This algorithm
takes a message € 4 , an ad-hoc group of ring
membersc = {uUi1,Uy,..Un} with identities
{ID1, . . . ,IDn}, the sender identityDg, the
sender private keys and the receiver identity
IDg as input and outputs the ring signcryption
C. This algorithm is executed by the sender with
identity IDg € £. IDg may or may not be i .

Unsigncrypt(C, £, IDg, Dgr). This algorithm takes
the ring signcryptiorC, the ring memberg. =
{u1,Uz,...un} and the private ke of the re-
ceiverupg with identity|IDg as input and produces
the plaintexim, if C is a valid ring signcryption of
m from the ring£ to IDg or “Invalid”, if Cis an
invalid ring signcryption.

3.2 Security Notion

The formal security definition of signcryption was

given by Baek et al.(Baek et al., 2002). The security
of ID-based signcryption scheme was first defined
by Malone-Lee (Malone-lee, 2002) that satisfies in-
distinguishability against adaptive chosen ciphertext
attacks and unforgeability against adaptive chosen
message attacks.

bilistic polynomial time algorithma, the advantage
Ad\EBPH is negligibly small.

2.3 Computation Diffie-Hellman
Problem (CDHP)

Given (P,aPbP) € G3, for unknowna,b € Z;, the
CDH problem inG is to computeabP.

Definition 1 (Confidentiality). An identity based
ring signcryption (IRSC) is indistinguishable against
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adaptive chosen ciphertext attacks (IND-IRSC-
CCAZ2) if there exists no polynomially bounded adver-
sary having non-negligible advantage in the following
game:

1. Setup Phase.The challengerc runs theSetup
algorithm with the security parameteras input
and sends the system parametpasamsto the
adversarya and keeps the master private kagk
secret.

. Phase-l 2 performs polynomially bounded num-
ber of queries to the oracles provided by c.
The description of the queries in the phase-| are
listed below:

Key Extraction Query.4 produces an identity
ID; corresponding tou; and receives the pri-
vate key Dcorresponding to IR

Signcryption Query(mg, IDs, IDg). 2 pro-
duces a message, a sender groupL
{Ui}(i=1 10 n)» @ sender identity 1D and a
receiver identity I to the challenger. Then
¢ signcryptsm from IDg to IDr with Dg and
sends the result ta .

Unsigncryption Query(C., IDg). 4 produces
the sender group = {U;j i—1 1o n), @ receiver
identity I1Dg, and a ring signcryption C¢ gen-
erates the private key by querying theKey
Extraction oracle ¢ unsigncrypts C using @
and returnsm if C is a valid ring signcryption
from £ to IDg, else outputs “Invalid”.

4 queries the various oracles adaptively, i.e. the
current oracle requests may depend on the re-
sponse to the previous oracle queries.

. Challenge 4 chooses two plaintext$mo,
m} € M of equal length, a set af usersz*=
{Ui*}(i=1 10 m and a receiver identity IR- and
sends them tg. 2 should not have queried the
private key corresponding to & in the Phase-I.
¢ now chooses a b €g{0, 1} and computes the
challenge ring signcryption Cof my and sends
C'to 4.

. Phase-Il. 2 performs polynomially bounded
number of requests just like the Phase-1, with the
restrictions thata cannot makeKey Extraction
gueryon IDg+ and should not query for unsign-
cryption query on C. It should be noted that IR
can be included as a ring member ir, but 2
cannot query the private key of }b.

. Guess Finally, 2 produces a bit and wins the
game ifd’ = 8. The success probability is defined
by:

Sucg, IND—IRSCG-CCA2 (K) - % +€.
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Here, ¢ is called the advantage for the adversary
in the above game.

Remark. The security model described here deals
with insider security, since the adversary is as-
sumed to have access to the private key of a user
who belong to to ringi * chosen for Challenge phase.

Definition 2 (Unforgeability).  An identity based
ring signcryption scheme (IRSC) is said to be exis-
tentially unforgeable against adaptive chosen mes-
sage attack (EUF-IRSC-CMA), if no polynomially
bounded adversary has non-negligible advantage in
the following game:

1. Setup PhaseThe challenger runs theSetupal-
gorithm with the security parameterto generate
the system parametepsramsand the master se-
cret key msk¢ gives params to the adversary
and keepsnsksecret.

. Training Phase. a2 performs polynomially
bounded number of queries as described in
Phase-I oDefinition 1.

. Existential Forgery. Finally, 2 produces a new
triple (u*, IDg, C) (i.e. this triple that was not
produced as output by the signcryption oracle),
where the private keys of the users in the ring
were not queried during th&aining phase 4
wins the game if the result of the Unsigncryption
(«*, IDg, C*) is not “Invalid” in other words, C
is a valid signcryption of some messagesm .

It should be noted that IP can also be member
of the ring£ and in that case, the private key of
ID% should not be queried by. However, if 10

¢ £*, 2 may query the private key of D

Remark. The security model described here deals
with insider security since the adversary is assumed
to have access to the private key of the receiver
of a signcryption used for generation 6f. This
means that the unforgeability is preserved even if a
receivefs private key is compromised.

Definition 3 (Anonymity). An ID-based ring sign-
cryption scheme is unconditionally anonymous if for
any group of n members(n 3) with identitiesc =

ID; (1 <i < n), any message m and Ciphertext C,
any adversary cannot identify the actual signcrypter
with probability better than a random guess.

That is, 2 outputs the identity of actual signcrypter
with probability 1/n if he is not the member af,
and with probability 1/(n - 1) if he is the member of

Definition 4 (Public Verifiability). An ID-based ring
signcryption scheme is publicly verifiable if given a
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ciphertext C, ringz, and receiveiR, anyone can ver- c=Hz(w) & m.
ify that C is a valid signcryption by some member of _ o2 _
the ring £ to the specified receivék, without know- (c) ComputesRs = x;Qs iZ%#S(HdC’ R)Qi +

ing the receives private key. R) andu n 5
) andU = ¥ xP.
2

(d) Computess= (xs + H3(c, Rs))Ds.
*ATISRONIEETN 6 P e - s
(Zhang et al., 2009b) 4. UnSigncrypt. Upon receiving the ciphertexd =
) ) ) ) (¢, S U, Ry,...Ry), the receiver i with identity
In this section, we review the scheme in (Zhang ID uses his private kePg to recover and verify

et al., 2009b) and demonstrate various attacks on the  the message as follows:

scheme. We propose attacks on confidentiality, un- 5 n

forgeability and anonymity of (Zhang et al., 2009b). (@) Checks whethee(S P) = &Ppup, _Zl(F\’i +
£

. . Hs(c, R)Q)). If the test passes, comf)utes
4.1 Overview of the Scheme in (Zhang « = &(U, Dg), then récavers/plainfexh = ¢ @

et al., 2009b) H2(«); otherwise outputs “Invalid”.

) ) . ) Attack on Confidentiality of the Scheme. During
Here, we review the ring S|gncrypt_|on scheme pro- ihe Challenge phase, Iétro,m;} be the messages
posed in (Zhang et al., 2009b), which was proposed chosen by the adversamy and sent to the challenger

as an improvement to the scheme in (Zhang et al., - Assume that chooses eg {0,1} and computes
2009a). They claim that the scheme remedies the chajlenge ring signcryption ams asC* = (¢, S, U,

weaknesses of J.H Zhang et al.'s scheme (Zhang et aI.Rl*, ..,Ry*) for the receiveiD?, and send€” to 4.
2009a) and it satisfies the semantic security, unforge-Now 2 can find the message used for genera@ig
ability, sender identitis ambiguity, and public au- by generating a ne@ derived fromC* but with a dif-
thenticity. The SChe”ﬁe (Zhang et al., 2009b) consists ferent sender groupz performs the following steps
of the following algorithms. to find if C* is a signcryption ofry or ny, during the
1. Setup. Given a security parametar, the PKG second phase of oracle queries.

chooses group&; and G, of prime orderq > 1. 2 forms a new group’ = {a’y , . . . , u'y}

2¢ (with Gy-additive group agil->-multiplicaifie with n members who are totally different from the
group), bilinear mag * G1 x G1 — Go, a gen- users inc* present in the challenge ring signcryp-
eratorP of G1. PKG randomly picks the master tion. The private keyD'g of usera’s, is known
keys e Za and compute®,u, = sP. Next, PKG to 4, whereu's € ",

chooses three cryptographic hash functiosds: F _'_ 1 i LE domlv picks( & 7.
{0, 1}* — Gy, Ha : Go — {0, 1} ™, Ha : {0, 1}| . Fori=1, ...,n(i 7é_ )/ 4 randomly picksq € Zg

x G1 — Z3, whereng and| are the sizes of plain- and compute®| = xP.

text and ciphertext respectively. The PKG keeps 3. Fori =E, 2 randomly picksq; € Z4*, computes

i i n
the master private key secret and publishes the Re=xQ,- 3 (Ha(c RQ +RY).

N

system parametemarams= (Gi, Gz, €, P, Ppup, i—{i£E
H1, Ha, Hg). 4. 2 computesS = (X, + Hz(c", Rg))D'E.

2. Key Extract. Given an identitylD;, PKG com- _ . P
putes user public ke@; = Hy(ID;) and corre- 5. 42 constructs a ring signcryptionC =

(c",S\U*R1,...Ry) generated byu'r using
the ring.’ to the receivetDy; .

set ofn users including the actual signcryptex. . During the second phase of training,requests
To signcrypt a messaga on behalf of the group the unsigncryption o€ to c. Now_C computes
£ to receivell Dy, IDg performs the following: o = e(U", Dg), then recovers plaintext; = c*
. . . @ Ha(w). Note thatc* andU* components o€*
(@) Fori =1,..n(i # S), randomly picksx € Zg are not altered i
and computeR; = xP. _ )
(b) For the actual sendy randomly picks € Z;; 7. ¢ responds with M = rgas the output tar.
8. 2 now obtains M and thus correctly identifies the
message in the challenge ring signcrypt@in

sponding private kep; = sQ.
3. AnonymousSigncryptlLet £ = {«;}_1. n bea

(2}

n
and computee = e(Ppup, Y XQr), and sets
i=1
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The newC’ will pass the validation test as a valid sign-
cryption of my from ring £’ to the same receivéby,.
This can be shown by

n

RHS = &(Ppun, igl(F{ +Ha(c*,R)Q))
(R+Hs(c*,R)Q) + Rg+

This clearly shows tha8 will pass the verification
test during unsigncryption.

Attack on unforgeability of the scheme. The

n
3. Forj=1ton,computeN; = S R
i=1i]
n
XiP;
i=1i#]

XsQs — XjP — hjQj; ifj #S;
I=1#8
. Forj=1to n, computeX; = é(M;, P)and Y; =
é(Nj, QJ)
. Forj=1ton, computeZ;j = XjY;.
{ &U,Qs);ifj = §;
Zj=

&(Qs, Py &(Q;, P)~ )
8(Qj,Qs)* Mis &(Qi, Q) Msifj #S;

Using the steps 1 to 5, the senderc £ can be iden-

tified.

ifj=S;

Nj =

n

scheme in (Zhang et al., 2009b) is not secure against

forgeability attacks. The forger aims to generate

the signcryption of the messageby IDg using the

ring £ = {ID4, IDy,..., IDs, ...ID, } to a receiver IR.

The details of the attack are as follows.

1. During the training phase, queries the Horacle
for the identities IR, IDr and{ID1, ID3,...IDn}
and ¥ does not executieyExtract queries on
the above identities.

. F gives a signcryption query on a message
from the sender IDto the receiver II3.

. If the signcryption oracle returrs as the result
of the previous queryf can submito as a valid
signcryption from I} to IDg.

This attack is possible due to the lack of binding
between the signature part of the signcryption and the
receiver.

Attack on Anonymity of the Scheme.We show that
the scheme in (Zhang et al., 2009b) does not provide
anonymity. Any passive observer including the re-
ceiver, who is in possession of a ring signcryption can
correctly identify the sender of the ring signcryption.
This can be demonstrated as follows.

LetC={(c, S U, Ry, ..., Ry) be the ring signcryp-
tion on some messaga from the ringz = {IDy,
IDy,...IDR} to IDg and let IDy € £ be the actual
sender. On receiving the ring signcryptiGnanyone
can do the following operations to identify the actual
sender Il € L.

1. ComputeR
Hs(c,Ri)
2. Forj=1ton, computeM; =R - hjQ;j

{ XsQs;
XsQs + hsQs — hjQ;;

SR+ (hiQ)), where h =
i=1

ifj = S;
ifj #S;

M;
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5 IDENTITY BASED RING

SIGNCRYPTION SCHEME
WITH PUBLIC VERIFIABILITY

In this section, we present a new identity based ring
signcryption scheme incorporating public verifiability
property. The scheme consists of the following algo-
rithms.

1. Setup(k). This algorithm is executed by the PKG
to setup the system by taking the security param-
eterk as input.

(a) SelectsG; an additive cyclic group ands;
a multiplicative cyclic group, both with same
prime orderq > 2¢ and a random generatBr
€ Gj.
(b) Selectss er Zg* as the master private key and
setsPpyp = sPas the master public key.
(c) Selects a CPA-secure symmetric key encryp-
tion system(E, D).
(d) Picks a bilinear map: "Gy x G1 — Ga.
(e) Selects five cryptographic hash functions
i. H1:{0,1}* - G1
ii. Ho: Gy — {O, 1}*
ii. Hz: {0, 1}1" x Gy x Gy x Gy x {0, 1}* —
Zq*
V. Hg: Gy x Gz x {0, 11| — {0, 117
V. Hs: {0, ™! x Gy x Gy x {0, 1}* — Gy
() The public parameters of the scheme are set to
be params= (G1, G2, €, P, Ppun, H1, H2, Hs,
H41 H5! q >

2. Keygen(ID;). This algorithm take$D;, the iden-
tity of a useru; as input. ThePKG who executes
this algorithm computes the private key and pub-
lic key for the user with identityD; as follows:
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(a) The public key is computed &% = H1(IDy).
(b) The corresponding private kdy; = sQ.
(c) PKG send®; to usera; via a secure channel.
3. Signerypt(m, £, IDg, Ds, IDg). Let £ = {u;}(i
=1, 2,...n) be a set oh users including the actual
signcrypted Ds. To signcrypt a messageon be-
half of the groupc to received Dy, IDg executes
as follows:
(a) Picks arandom € Zgq* and computel = xP.
(b) Computeso = &(XPyun, Qr), k= H2(w) and sets
01 = Ek(m).
(c) Fori=1ton,i#S
e Choosesy €r G1
e Computedy = Hz(01, R, U, Qg, £).
(d) Fori=S
e Choosess €r Zg*
n
e ComputeRs = xsQs - i 1zi;£S(Ri +hiQy)
e Computeds = Hz(01, Rs, U, Qg, £).

(e) Compute®R= E Ri, 02 = Hy(R, @, m), S = (Xs
i=1

+ hs)Ds, andS; = xHs(01, R, Qg, £).
() Finally the sender outputs the ciphertextas
(01,02, S1, S, U, Ry, ..., Ry) to the receiver.

4. Unsignecrypt(C= (01,02, S1, $,U, Ry,... R, £,
IDg, Dr). Upon receiving the cipherte, IDg
uses his private kelDg to recover the message
and verify the signcryption as follows.

o  =&U, Dp), K = Ho(w), m = Dy(0y).
e Checkay = Ha(R, )

5. Public-verifiability (C = ( 01, 02, S, S, U,
Ri,...Rn), £). Upon receiving the cipherteq,
the receiver or any third-party can verify the sign-
cryption for sender authenticity as follows:

e Fori=1ton,h =Hs(o1, R,U, Qg, £)
e H= H5(O'1, R, Q]R, L)

* &S1,P) < &Ppup 3 (R+NiQ))

o §S,P) 28U, H)

o If the above validity checks fail, outputs “In-
valid”;

6 CORRECTNESS AND
SECURITY ANALYSIS

6.1 Correctness

If the ciphertexiC is generated in the way described
as above algorithm, it has

w = é&U, Dg)
= &(xPsQr)
= é(XPpuba QR)
=W.
Furthermore,

n

é(Ppub7iz (R +hQ))

1

é(SR;lZ#S(Ri +hiQi) +Rs +hsQs)
&(SP (xs +hs)Qs)

(P,S1).

I
[0))

6.2 Security Analysis

Theorem 1 (Confidentiality).If an IND-IBRSC-
CCA2 adversarya has an advantage against
IBRSC scheme, askingsq(i = 1,2,3,4,5) hash
queries to random oraclesy; (i = 1,2,3,4,5), Qe
extract queries (§= ge1 + qe2 , Where g1 and gy

are the number of extract queries in the first phase
and second phase respectively)sc gigncryption
queries and g unsigncryption queries, then there
exist an algorithme that solves the CBDH problem

H1QH2)
Proof. The challengerr is challenged with an in-
stance (P, aP, bP, cP)of the CBDHP. Assume
that there is an adversary capable of breaking
the IND — IBRSC— CCA2 security ofIBRSCwith
non-negligible advantage.c makes use ofz to
solve theCBDHP instance. ¢ simulates the system
with the various oracle®n,, On,, OHs, OH,, OHs,
O signcryption s OUnsigncryption and allowsa to make
polynomially bounded number of queries, adaptively
to these oracles. The game betweerand 4 is
demonstrated below:
Setup Phase.c simulates the system by setting up
the system parameters in the following way.

with advantage(

e ¢ choosesthe groufds; andG; and the generator
P € G; as given iCBDHPinstance.

o Sets the master public k&, = aP, herec does
not knowa. ¢ is using theaP value given in the
instance of th€BDHP.

o Models the five hash functions as random oracles
OH,, OH, ,OHg, OH, aNdOH.

e Selects a bilinear pairing:"G1 x G1 — Ga.
o DeliversGy, G2, € P, Pyypto 4.

Phase |I. To handle the oracle queries, maintains
five lists Lj, (i = 1,2,3,4,5) which keeps track of
the responses given hyto the corresponding oracle
(OHy, OH,, OHy, OH,, OHg) Queries. 4 adaptively
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queries the various oracles in the first phase, which key of userU; with identity ID;, ¢ aborts ifID; =

are handled by as given below:

On, Oracle Query. Assume thatz queries the

IDy. Else,c retrieves(Q;, ) from listL; and returns
Di =aQ =xaPto 4.

On, oracle with distinct identities in each query. Osigneryption Query. 4 chooses a message, a
There is no loss of generality due to this assumption, set of n potential senders and forms an ad-hoc
because, if the same identity is repeated, the oraclegroup £ by fixing a sendeiDg and a receivetDg
consults the listL; and gives the same response. and sends them tg. To respond correctly to the

Thus, we assume that asksgy, distinct queries for
gn, distinct identities. Among this|y, identities, a

random identity has to be selected as target identity

and it is done as follows.

¢ selects a random index where 1<y < gy, .
¢ does not revea}to 2. Whena asks the/" query
onIDy, ¢ decides to fiXDy as target identity for the
challenge phase: responds toz as follows:

e Ifitis the y" query, therc setsQ, = bP, returns
Qy as the response to the query and stores
(IDy, Qy, *) inthe listL;. Here,c does not know
b. ¢ is simply using the valu®P given in the
instance of th€BDHP.

o For all other queries; chooses; €r Zy* and sets
Qi =P and storeg IDj, Q;, Xi) in the listL; .

¢ returnsQ; to 4.

On, Oracle Query. Whena makes a query to this
oracle withwas input,c retrievesh, from list L, and
returnshy to 4, if the tuple exists in the list; else,
chooses a neww, randomly, storegw, hy ) in Ly and
returnsh, to 4.

On, Oracle Query. When 2 makes a query to
this oracle with ¢, R, U, Qgr, £) as input,c retrieves
hi(®from list Lz and returnsh;® to a if the tuple
exists in the list ; else, chooses a new

hi® €gr Z4* randomly, storeg ¢, R, U, Qg, £, hj®)),
in the listLs and returns;® to 4.

On, Oracle Query. When 2 makes a query to
this oracle with R,w, m) as input,c retrieves from
list Ly and returngp to 4 if the tuple exists in the list;
else, choosey € {0, 1}/, stores(R, w, m, Y) in L4
and returnsp to 4.

Ops Oracle Query. When 2 makes a query to
this oracle with ¢1, R, Q;, £) as input,c retrievesh
from list Ls and returndh to 4 if the tuple exists in
the list; else, choosescr G1, computed =r, if

ID; # IDy, and computeb = rPpyy if 1D = IDy. The
tuple (01, R, Q;, £, h) is stored in listLs and returns
hto z.

signcryption query on the plaintextchosen byz, ¢
does the following:

C proceeds according to the signcryption algo-
rithm whenlDg # IDy. This is possible ag knows
the private keyDs of the sendelDg.

If the sender’s identityDs = IDy (i.e. whenc does
not know the private key correspondinglids ), ¢
cooks up a response as explained below:

e Chooses a randome Zy*, computesd) = xP, w
= &XPpup, Qr) and setss; = Ex(m).

e Fori=1ton,i #S, choosesf € G, and com-
puteshi® =Hz (¢, R, U, Qg, £).

e Fori=S§,
— Choosess, hs® € Z4*.

_ ComputesRs = xsP - hs®Qs - 3 (R +
i—fi4s
hiQi).
— Adds the tuple(c, Rs, U, Qs, £, hs®) to the
list Ls.

(Note. Herehs(® is not computed by, instead it

is chosen at random and set as the output for the
random oracle querys® = Hs(c, Rs, U, Qg, £)

This is possible because the random oracles are
manipulated by").

e ComputesS; = XsPpup and S, = xHs(01, R, Qg,
L).

o ComputeR=2R; and querieg, from On,.

Finally, ¢ outputs the ring signcryptio@ = (o1, 0>,

Si, &, U, Ry,...Ry) to 2 as the signcryption of.

The signcryptiorC = (01, 02, S1, &, U, Ry,...Rn) is

considered as valid by because passes the verifi-

cation tests as shown below.

From the definition oRs , S (R+hQ;) = XsP. Thus,
i=1

n

&Ppun, 3 (R+hiQ))=é

i=1

OunsigneryptionQUETrY. Upon receiving an unsigncryp-
tion query on a ring signcryption
C=(01,02 S, S, U, R Ry,...,Ry) with IDy as re-

Extract Query. On getting a request for the private ceiver,c proceeds as follows:

368



AN IDENTITY BASED RING SIGNCRYPTION SCHEME WITH PUBLIC VERIFIABILITY

C proceeds as per the unsigncryption algorithm, when IND — IBRSC— CCA2 game must necessarily recog-

IDr # IDy. Here,c can directly use the unsigncryp-
tion algorithm because; knows the private kepr
of the receiveiDy.

If the receiver identityDg = IDy (i.e. Whenc does
not know the private key correspondingl®y ), ¢
generates the response as explained below:

1. Fori =1 to n, Computehj = on, (¢, R, U,
Qr, £) and check whethee(S;, P) = &Poun,

izﬁl(mhiq».

2. If the above equation holds,then for each par (
w) in the list L4, the challenger performs the
following:

(@) Compute&’ = Op, (w).
(b) ComputeRR=2R,
(c) Retrieves the messagerds=Ey (c).

(d) Checks whethen 2 &Sy, Qg).

(e) Checks whethem 2 mando = OH(R, oY,
).

3. The first time when all the above checks passes,
outputs the correspondimg and halts.

4. If every (m, w) pair fails the check in step(2) then
¢ outputs “Invalid” and halts.

Challenge PhaseFinally, 2 chooses two plaintexts
mp, My € a4, the set of ring members

£ = IDj (i = 1 ton), a sender identityDg € £
and a receiver identityDr on which.2 wants to be
challenged and sends themdo 4 should not have
queried the private key correspondinglfog in the
first phasec aborts, ifDr # IDy; else,c chooses a
bit 5 €r {0,1} and computes the challenge ring sign-
cryptionC of my as follows :

e SetsU* = cP. Herec is using the valueP given
in the instance o€EBDHP.

e Chooses{R"}(i—1 10 n)» St S €r G1 andor”
cr {0,1}M) 0,* €g Z¢, and output<* = ( of,
05,5, S, U R R, ... RY).

Phase Il. On getting the challenge ring signcryption
C*, a is allowed to interact withc as in the first
phase. But this timez is not given access to the pri-
vate key of[Dg and is also restricted from querying
the decryption oracle for the ring unsigncryption of
Cc*.

Guess At the end of the Phase llz returns its
guess. ¢ ignores the answer from, picks a ran-

dom tuple ¢, hp) from list L, and returns the corre-
spondingw as the solution to th€ BDHP instance.

nize with probabilitye at least that the challenge ci-
phertext provided by is incorrect. Forz to find that
C* is not a valid ciphertextz should have queried the
On, Oracle withw = &U*, Dy). HereDy is the private
key of the target identity and it &Qy) = abP. Also ¢
has seU* = cP. Hencew = &U*, Dy) = é(cP,abP) =

. T !
&(P,P)2b¢, With probability —, the value ofw cho-

H
sen byc from list Lo will be thze solution taCBDHP
instance.

We now considet’s probability of success. The
events in whichc aborts thedND — IBRSC—- CCA2
game are,

1. E; - whena queries the private key of the target

identity 1D, and its probability, PEy] = qq—e.
Hy

2. E> - whena does not choose the target identity
IDy as the receiver during the challenge phase and
its probability, Prg;] = (1 1 >

OH; — e

The probability thatc does not abort théND —
IBRSC- CCA2 game is given by

TE -
Pr[-E1 A—Ep]) = (1— —= =
(PR ~E2) g )\, — e/ Oy

The probability that, thes chosen randomly frorh,
] . . 1
by ¢, being the solution t&€BDHPis | —

OH
Therefore, the probability ofc soIving2 CBDHP
is given by, Pr[C(PaPbPcP)= &PP)2>q =

(320)

€ .

A GH: OH, . . :
Sincee is non-negligible, the probability af solving

CBDHPis also non-negligible.

Theorem 2 (Unforgeability). If an
EUF — IBRSC— CMA forger a2 exists against
IBRSC scheme, then there exist an algorithrthat

solves the CDHP with advantagtal—.

Hy
Proof. The challengerc is challenged to solve an
instance of theCDHP. ¢ interacts with adversary
4 which is capable of breaking tteUF — IBRSC—
CMA security of the new scheme, to solve @BHP
instance. On receiving the instan¢B aPbP) of
the CDHP as input,c begins the interaction witk
to compute the valuabP. ¢ simulates the system
with the various oracle®n,, On,, OHs, OH,, OHs,
O signeryption OUnsigneryptionand allowsa to adaptively
ask polynomially bounded number of queries to these
oracles.
Setup Phase ¢ simulates the system by setting up

Thus, any adversary that has advantage in the realthe system parameters in the following way.
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e ( choosesthe groufd%; andG; and the generator
P ¢ G1 as given inCDHP instance.

¢ Sets the master public k&, = aP, herec does
not knowa. ¢ is using theaP value given in the
instance of th&€DHP.

Anyone can compute the value »fQs by xsQs =
n
Rs+ Y (R +hQ). As bilinearity can relatésDg
i=1j£s
andxsQs, by checking whethe#(XsDs , P) = &(XsQs,
Poun), it may be possible to see IDjis the actual
signcrypter by checking whether the following equal-

* Models the five hash functions as random oracles iy po|gds:

OHyr OHyy OHgy OH, aNdOH.
e Selects a bilinear pairing:"G1 x G1 — G2 .
¢ DeliversGy, G2, € P, Pyypto 4.
Training Phase 2 adaptively performs polynomially

&R + 3 (R + hiQ), Poun) = &S1, P)/&h;Qj,

I#]
Ppub)-
But this method is of no use, as the above equality
holdsV j values. i.e. the signature is symmetric. The

bounded number of queries to the various oracles in above equality is just the same as the equality to be
this phase. The queries may be Hash Queries, Ex-checked in the verification algorithm.

tract Queriesg signeryptionQUEries an ynsigneryption
Queries, which are handled lay.

All Hash oracle queries are same as that in the

confidentiality game discussed above.

Forgery. Finally, 2 produces a forged signcryption
C* =(01%, 02", §*, *, U*, R, ...Ry*) on the mes-
sagan® (i.e. C* was not produced by the Signcryption
Oracle as an output for the ring signcryption query on
the messagm with an ad-hoc set of users* and the
receiver Dg),where the private keys of the users who
are in the groupu* were not queried in the training
phase.c aborts ifu* do not contain the target iden-
tity. Else, ¢ can very well unsigncrypt and verify the
validity of the forged ring signcryptio@* (as done in
unsigncrypt oracle).

Using forking lemma, we obtain two valid ring
signcryptionsC* = (01*, oY%, &%, &*, U* R,
Ri*,..Ry) andC = (07, 02, &', &, U*, R,
Ri*,...R:*). On getting two valid ring signcryptions
onm’*, ¢ will be able to retrievédg = abPas follows:

o HereSy' = (xs + hs)Dg andSy* = (xs + hs*)Ds
(since they have the same randomness)

e Thus,S; - Si* = (hs' - hs*)Ds

Since ¢ knows the hash valuds; andhs*, ¢ can
computeDs = (S’ - Si*)(hs - hg*) L. This means¢
can computeabPbecaus®s = abP. In other words,
¢ is capable of solvingDHP, which is not possi-
ble. Hence|BRSCis secure againgUF — IBRSC-
CMA

Theorem 3 (Anonymity). The IBRSC scheme is fully
anonymous.

é(Rj + ;(RI +hQj), Ppub)
iZ
= é(igsRi +Rs +i§j hiQi, Ppub)
S R+xQs— 3 {R+hiQi}+ 5 hiQi, Poun)
i#S i#S i#]
xsQs — ¥ {hiQi}+ ¥ hiQi, Poub)
i#S i#]
%sQs +hsQs — h;Qj, sP)
XsDg +hsDs —h;Dj, P)
S —hjDj, P)
S;, P)/é(hjDj, P)
S.I.! P)/é(h]QJI Ppub)

I
D

I
D

ANAN AN AN AN AN AN

[ |
[N ON O OO

So, we can conclude that even an adversary with un-
bounded computing power has no advantage in iden-
tifying the actual signcrypter over random guessing.

7 CONCLUSIONS

As a concluding remark we summarize the work in
this paper. In this paper we showed the security weak-
ness of an identity based ring signcryption scheme in
the literature. We showed that (Zhang et al., 2009b)
does not provide security against adaptive chosen ci-
phertext attacks (CCAZ2), existential unforgeability at-
tacks and anonymity attacks. We proposed a new
identity based ring signcryption scheme as an exten-
sion to (Selvi et al., 2009) for which we proved the
security against chosen ciphertext attack and existen-
tial unforgeability in the random oracle model. We
also proved anonymity property of our scheme. Fu-
ture research direction includes designing an identity

The proof is based on the approach used in (Chow based ring signcryption scheme with constant cipher-

et al., 2005).

SinceUi.s {R} andxg is randomly generated,
UL, {Ri} values are uniformly distributed. All other
components of exceptS; does not contain any iden-
tity information bound to them. So we need to check
only whetherS, = (xs + hs)Ds leaks information
about the actual signer. We ha8g- hsDs = xsDs.
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text length. We provide the comparison of our Iden-
tity Based Ring Signcryption Scheme with the exist-
ing secure schemes in the following tables.
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Table 1: Efficiency comparison - Signcryption.

Scheme Signcryption
SPM | BP | GoM PA
A* 2n+2 | n+2 1 2n
B n+2 1 — 2n—-2
C n+3 1 — 2n—2

Table 2: Efficiency comparison - Unsigncryption.

Scheme Unsigncryption
SPM | BP | GoM PA
A n 3 | nt+1l n
B n 3 - 2n—-1
C n 5 — 2n—1

Table 3: Ciphertext size and public verifiability.

Scheme Ciphertext Size PV
A 2| |+ (n+1)|Gq| +n[Zg| | No
B 2lM |+ (n+2)|G1 No
C 2lM |+ (n+4)|Gy Yes

A-Huang et al.(Huang et al., 2008; Sharmi et al.(Selvi et al., 2009}
IBRSC,PV- Public Verifiability, SPM- Scalar Point MultiplicationBP -
Bilinear Pairing,G2M - Multiplication of two G, elements anéA- Point
Addition.
* This scheme cannot be considered as a provably secure scisetine
proof given for the model is incorrect
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